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SECTION A

Q1 We use the following convention to convert alphabetic messages into sequences of
integers modulo 26:

A BCDTETFGHTIJKTLM
1 2 3 4 5 6 7 8 9 10 11 12 13
N OP QR STUVWXY Z

14 15 16 17 18 19 20 21 22 23 24 25 26

You receive the ciphertext “JOPRMD”, encrypted using a Hill cipher with block
length 2 and key matrix
5 1
K= (2 0):

Q2 Alice and Bob are using the Diffie-Hellmann key exchange scheme with p = 157
and g = 5.

Find the plaintext (as a word).

(a) Alice sends g® = 124 to Bob and Bob sends ¢” = 108 to Alice. Use the
baby-step giant-step algorithm to find a.

(b) Find their shared secret key. If you were unable to answer part (a), use the
(incorrect) value ov = 19.

Q3 (a) Give a matrix H € Mj4(F3) such that the code defined by
C={xecF;|xH" =0}

is a ternary Hamming code of redundancy 2.
(b) Give the parameters of the code C' (no proof is required).

(c) Is the code C' permutation equivalent to a cyclic code? Justify your answer.
(Hint: Write generator-matrices for all ternary cyclic codes of block-length 4
and dimension 2.)

Q4 Let Fy = F3[z]/(2* + 2 + 2).

(a) Show that z is primitive in Fy.

(b) Let C = ({(0,z+ 1,2z +1,2,1),(1,0,0,2, 2),(2, 1,0, z + 2, x)}) C F3.
Find a generator- and a check-matrix for C', and its parameters [n, k, d].

ED01/2025 CONTINUED

University of Durham Copyright



I 1 Me, . . - - - --T=======-=-- A
, Page number , Exam code

1 3o0f4 l l MATH3401-WEO1 1

SECTION B

Q5 (a) Using the congruences

458% =2%.3%.5 mod 45151
13272 =2%.5 mod 45151,

factorise 45151.
(b) Bob’s RSA public key is (N, e) = (47941, 3).
(i) Find the encryption of m = 149.

(ii) Another message m’ has encryption 31163. Show that the encryption of
149m/ is 27.

(iii) Hence find m'. You do not need to find the decryption exponent.

Q6 Let F be the curve defined by y* = 2% + 22 + x over F, where p > 3 is prime.
Although this is not an elliptic curve as defined in lectures, it is still possible to put
a group law & on the set of points

E(F,) = {(z,y) €F, xF,: y* = 2° + 2 + 2} U {O}

as follows. Define P® O = O@® P = P. If P = (29,y) and Q = (z1,y1) are in
E(F,) and yo = —yi, define P & @ = O. Otherwise, define

P®Q = (z2,12)

where
Ty =N —1—120— 1,
and
Y2 = —(Am2 + p)
with
o do lf I 7A i
N — Tl — X
———  ifx; =29 and y; = yo
2yo
and
B = Yo — Ao.

(a) Give a geometric interpretation, with justification, of the quantities A and p.

(b) Suppose that p = 5. List the points of F(F5) and show that E(F;) is cyclic of
order 8 with P = (2,2) being a generator.

(¢) Suppose that p = 7. List the points of E(F;) and show that |E(F;)| = 8. Is
E(F;) cyclic?
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Q7 (a) Show that the only irreducible polynomials in Fy[x] of degree three are 23 +x2+1
and 73 + x + 1.

(b) Using the fact that 27 — 1 = (x — 1)(2® + 22 + 1)(2® + 2 + 1) in Fy[x], list the
generator-polynomials of all binary cyclic codes of block length 7.

(c) Give generator- and check-matrices for the binary cyclic codes of length 7 and
dimension 4.

(d) State the sphere packing bound for a g-ary (n, M, d) code and explain what it
means for a code to be perfect. Find all (if any) binary cyclic codes of length
7 and dimension 4 which are perfect. Justify your answer.

Q8 Let p be an odd prime, and let C;,Cy C F) be cyclic binary codes of block-length
p. Write ¢;(z) and go(x) for their generator-polynomials, and assume that a? — 1 =

(z — Dgi(x)ga(z).
(a) Let a(z) €< ¢g1(x) > and b(z) €< go(x) >. Show that a(z)b(x) is either zero
orequal to 1 +x + ...+ 2P~ 1 in R, = Fy[z]/(a? — 1).

(b) Assume now that Cy and C; are permutation equivalent and let a be a codeword
of C} of weight w. Show that there is a codeword b € C5 of weight w.

(c) With notation as above assume that w is odd. Show that w? > p.
(d) Using the fact that
Pl = (2= D)1+ e+ 22 2B e 2 (b o+ a? 4+ 25+ o7+ a2 o)

in Fy[z], show that every codeword of odd weight of the cyclic code < g(x) >,
with g(z) =1+ 23 + 2% + 2% + 2! + 2" + 2!, has weight at least 7.
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