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Abstract. The survival signature was recently introduced to simplify
quantification of reliability for systems and networks. It is based on the
structure function, which expresses whether or not a system functions
given the status of its components. In this paper, we show how a straight-
forward generalization of the structure function can provide a suitable
tool for scenarios of uncertainty and indeterminacy about functioning of
a system for the next task. We embed this generalization into the sur-
vival signature, leading to a more flexible tool for quantification of the
system reliability and related measures of dependability.

1 Introduction

Mathematical theory of reliability has been well established since the middle
of the twentieth century, with main focus on the functioning of a system given
the functioning, or not, of its components and the structure of the system. The
mathematical concept which is central to this theory is the structure function.
For a system withm components, let state vector x = (x1, x2, . . . , xm) ∈ {0, 1}m,
with xi = 1 if the ith component functions and xi = 0 if not. The labelling
of the components is arbitrary but must be fixed to define x. The structure
function φ : {0, 1}m → {0, 1}, defined for all possible x, takes the value 1 if the
system functions and 0 if the system does not function for state vector x. Mostly
attention is restricted to coherent systems, for which φ(x) is not decreasing in
any of the components of x, so system functioning cannot be improved by worse
performance of one or more of its components. It is usually assumed that φ(0) = 0
and φ(1) = 1, so the system fails if all its components fail and it functions if all
its components function. When functioning of a system is considered over time,
taking into account random failure processes for the system components, the
classical concept of probability is commonly used to quantify system reliability
under uncertainty.

These basic concepts have led to much theory and many successful applica-
tions, for example on system design, inspection and maintenance, and general
risk assessment, for a wide variety of systems and networks. In recent years,
attention has spread from core reliability theory to the wider concept of system
dependability [18]. This encompasses a variety of related concepts in addition
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to reliability, such as availability, maintainability, safety, security, flexibility, re-
silience and integrity of the system and its functioning. While all these have
intuitively clear meanings, the literature has provided different definitions and
interpretations for each, often related to varying application areas, circumstances
and requirements. This wider view of dependability is particularly important
when real-world scenarios are considered, as classical reliability theory is often
based on assumptions made for theoretical convenience but not always justified
in applications.

In this paper, we explore some uncertain or unknown aspects related to a
system’s functioning, and we suggest a simple way for taking these into account
in quantification of reliability of a system. The main idea is that the system may
have to deal with a variety of tasks of different types, which put different require-
ments on the system. We focus then on a specific future task to be performed,
calling it the ‘next task’, and take uncertainty about the type of this task into
account by using probabilities over the different types of tasks, and by generaliz-
ing this to imprecise probabilities. This enables uncertainty and indeterminacy
to be included in the modelling. This approach is very flexible, it can even be
used to include the possibility of a fully unknown type of task, which might for
example be suitable to reflect possible unknown threats to the system.

Section 2 presents the structure function as a, possibly imprecise, probability,
the corresponding use in (lower and upper) survival signatures is presented in
Section 3. The uncertainty with regard to the type of the next task is considered
in Section 4 and illustrated via an example in Section 5. The paper concludes
with a discussion of some related aspects in Section 6, which suggests several
ways in which the concepts proposed in this paper can be used for uncertainty
quantification of aspects of system dependability. The main aim of this paper is
to trigger further research using the flexibility provided by the (lower and upper)
survival signatures.

2 The Structure Function as (Imprecise) Probability

The first proposal presented and discussed here is to generalize the structure
function to reflect uncertainty about the system’s functioning given the state
vector x, by defining it as a probability, so φ : {0, 1}m → [0, 1]. We define φ(x)
as the probability that the system functions for a specific state vector x and for
the next task the system is required to perform. Let S denote the event that the
system functions as required for the next task it is demanded to perform, then

φ(x) = P (S|x) (1)

We have kept the same notation for the structure function, as a probability,
as in Section 1, which should not cause problems and is justified as the earlier
definition of structure function can be regarded as a special case of this gener-
alized definition with all probabilities either 0 or 1. We should emphasize that
we consider system functioning explicitly for the next task that the system has
to perform, which varies from the usual definition for system functioning in the
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literature. We do so as the generalization considered in this paper is particularly
aimed at dealing with different types of tasks, which is easiest when focussing
explicitly on the next task; we discuss this in more detail later. This can, quite
straightforwardly, be generalized to considering multiple future tasks, we do not
discuss this further in this paper.

This generalization already enables an important range of real-world scenar-
ios to be modelled in a straightforward way. Furthermore, as we will discuss
in Section 3, it can quite easily be embedded in existing theory for reliability
quantification. Scenarios where the flexibility of the structure function as a prob-
ability might be useful are, of course, situations where even with known status
of the components, it is not certain whether or not the system functions, that
is performs its task as required. This may be due to varying circumstances or
requirements which may not be modelled explicitly, or may not even be fully
known. For example, one could consider a wind farm, a collection of wind tur-
bines at a specific location, as one system, with the task to generate a level of
energy required to provide a specific area with sufficient electricity. One could
consider each wind turbine as a component (with several other types of compo-
nents in the system, that is irrelevant for now). Even if one knows the number
of functioning components at a particular time, factors such as the weather,
the availability of other electricity generating resources for the network, and the
specific electricity demand, can lead to uncertainty about whether or not the
system meets the actual requirements. To fit with the established deterministic
definition of the structure function one can define system functioning in far more
detail, but this may be hard to do in practice. As another example, one could
think about a network of computers which together form a system for complex
computations, where its actual success in dealing with required tasks might be
achieved with some computers not functioning, but with some lack of knowledge
about the exact number of computers required to complete tasks of different
types.

The generalization to consider the structure function as a probability, al-
though mathematically straightforward, requires substantial information in or-
der to assess the probabilities of system functioning for all possible state vectors
x. While this modelling might explicitly take co-variates into account, thus pos-
sibly benefitting from a large variety of statistical models, it may be difficult
to actually formulate the important co-variates and one might not know their
specific values. This leads to two further topics we wish to discuss, namely what
precisely is meant when we say that the system functions, and a generalization
of probability to allow lack of knowledge to be reflected.

Whether or not a real-world system performs its task well may depend on
many circumstances beyond the states of the system components. It may be
too daunting to specify system functioning for all possible circumstances, and
it may even be impossible to know all possible circumstances. Hence, speaking
of ‘system functioning’ in the traditional theoretic way seems rather restricted.
One suggestion would be to only define system functioning for one (or a spec-
ified number of) application(s), e.g. whether or not a system functions at its
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next required use. This will not be sufficient for all real-world scenarios, but it
will enable important aspects of uncertainty on factors such as different tasks
and circumstances to be taken into account. We believe that this is a topic
that requires further attention, it links to many system dependability concepts
including flexibility and resilience.

The generalization of the structure function as a probability provides sub-
stantial enhanced modelling opportunities for system dependability. However,
the concept of probability, while being well established and very successfully
applied in most areas of human activity involving uncertainty, is not sufficiently
flexible to quantify and reflect the multi-dimensional nature of uncertainty. In
particular, the use of single-valued probabilities for events does not enable the
strength or lack of information to be taken into account, with most obvious limi-
tation the inability to reflect if ‘no information at all’ is available about an event
of interest. In recent decades, theory of imprecise probability [3,11] has gained
increasing attention from the research community, including contributions to
reliability and risk [12]. It generalizes classical, precise, probability theory by
assigning to each event two values, a lower probability and an upper probability,
denoted by P and P , respectively, with 0 ≤ P ≤ P ≤ 1. These can be inter-
preted in several ways [3,11], for the current discussion it suffices to regard them
as the sharpest bounds for a probability based on the information available,
where the lower probability typically reflects the information available in sup-
port of the event of interest and the corresponding upper probability reflects the
information available against this event. The case of no information at all can
be reflected by [P, P ] = [0, 1] while equality P = P results in classical precise
probability.

We propose the further generalization of the structure function within impre-
cise probability theory by introducing the lower structure function

φ(x) = P (S|x) (2)

and the upper structure function

φ(x) = P (S|x) (3)

This provides substantial flexibility for practical application of methods to quan-
tify system reliability and other dependability concepts. For example, it may be
known historically that, under different external circumstances, a system with
a certain subset of its components functioning manages a task well in 85 to 95
percent of all cases. While it might be possible to go into further detail and
e.g. describe beliefs within this range by a probability distribution, or assume
this for mathematical convenience, this may not be required or it may actually
be impossible in a meaningful way, and one can use lower probability 0.85 and
upper probability 0.95 to accurately reflect this information. If one has to rely
on expert judgements to assign the values of the structure function, then time
may often be too limited to meaningfully assign precise probabilities for system
functioning for all possible component state vectors. In such cases, the use of
imprecise probabilities also offers suitable flexibility. Assigning a subset of prob-
abilities for some events (or bounds for these) will imply bounds for all other



Modelling Uncertain Aspects of System Dependability 23

related events under suitable coherence assumptions [3,11]1, where particularly
assumed coherence of the system, which implies that any additional component
failure can never improve system functioning, is useful and practically justifiable
in many applications.

3 Survival Signature with Generalized Structure
Function

Recently, we introduced the survival signature to assist reliability analyses for
systems with multiple types of components [9]. In case of just a single type of
components, the survival signature is closely related to the system signature [17],
which is well-established and the topic of many research papers during the last
decade. However, generalization of the signature to systems with multiple types
of components is extremely complicated (as it involves ordering order statistics of
different distributions), so much so that it cannot be applied to most practical
systems. In addition to the possible use for such systems, where the benefit
only occurs if there are multiple components of the same types, the survival
signature is arguably also easier to interpret than the signature. In this section,
we briefly review the survival signature and some recent advances, then link it
to the generalization of the structure function proposed in Section 2.

Consider a system with K ≥ 1 types of components, with mk components of
type k ∈ {1, . . . ,K} and

∑K
k=1 mk = m. Assume that the random failure times

of components of the same type are exchangeable [14], while full independence
is assumed for the random failure times of components of different types. Due to
the arbitrary ordering of the components in the state vector, components of the
same type can be grouped together, leading to a state vector that can be written
as x = (x1, x2, . . . , xK), with xk = (xk

1 , x
k
2 , . . . , x

k
mk

) the sub-vector representing
the states of the components of type k.

The survival signature [9] for such a system, denoted by Φ(l1, . . . , lK), with
lk = 0, 1, . . . ,mk for k = 1, . . . ,K, is defined as the probability for the event
that the system functions given that precisely lk of its mk components of type
k function, for each k ∈ {1, . . . ,K}.

There are
(
mk

lk

)
state vectors xk with

∑mk

i=1 x
k
i = lk. Let S

k
lk

denote the set of
these state vectors for components of type k and let Sl1,...,lK denote the set of
all state vectors for the whole system for which

∑mk

i=1 x
k
i = lk, k = 1, . . . ,K. Due

to the exchangeability assumption for the failure times of the mk components of
type k, all the state vectors xk ∈ Sk

lk
are equally likely to occur, hence [9]

Φ(l1, . . . , lK) =

[
K∏

k=1

(
mk

lk

)−1
]

×
∑

x∈Sl1,...,lK

φ(x) (4)

1 Coherence here refers to consistency properties of imprecise probabilities, so is dif-
ferent from the term ‘coherence’ used for systems; we do not use this term in the
former meaning further in this paper to avoid confusion.
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We now consider the survival signature with the generalized structure func-
tion as discussed in Section 2, using the lower structure function (2) and upper
structure function (3). The survival signature can straightforwardly be adapted
to include these, due to its monotone dependence on the structure function. This
leads to the following definitions of the lower survival signature

Φ(l1, . . . , lK) =

[
K∏

k=1

(
mk

lk

)−1
]

×
∑

x∈Sl1,...,lK

φ(x) (5)

and the corresponding upper survival signature

Φ(l1, . . . , lK) =

[
K∏

k=1

(
mk

lk

)−1
]

×
∑

x∈Sl1,...,lK

φ(x) (6)

These are the sharpest possible bounds for the survival signature corresponding
to the lower and upper structure functions, and as such indeed the lower and
upper probabilities for the event that the system functions given that precisely
lk of its mk components of type k function, for each k ∈ {1, . . . ,K}.

These lower and upper survival signatures can be used for imprecise reliability
quantifications. Particularly if chosen quantifications are monotone functions of
the survival signature, this is again a straightforward generalization of the precise
approach [9]. Let us consider the event that the system functions for the next
task it has to perform, denoted by S. Let Ck ∈ {0, 1, . . . ,mk} denote the number
of components of type k in the system which function when required for the next
task. The probability for the event S is [9]

P (S) =

m1∑

l1=0

· · ·
mK∑

lK=0

Φ(l1, . . . , lK)P (
K⋂

k=1

{Ck = lk}) (7)

With the generalization of the survival signature, we get the lower probability
for the event that the systems functions for the next task

P (S) =

m1∑

l1=0

· · ·
mK∑

lK=0

Φ(l1, . . . , lK)P (

K⋂

k=1

{Ck = lk}) (8)

and the corresponding upper probability

P (S) =

m1∑

l1=0

· · ·
mK∑

lK=0

Φ(l1, . . . , lK)P (

K⋂

k=1

{Ck = lk}) (9)

For this imprecise case, just as for the precise case [9], assuming independence of
the functioning of components of different types leads to, for lk ∈ {0, 1, . . . ,mk}
for each k ∈ {1, . . . ,K},

P (

K⋂

k=1

{Ck = lk}) =
K∏

k=1

P (Ck = lk)
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If in addition it is assumed that functioning of components of the same type is
conditionally independent given probability fk ∈ [0, 1] that a component of type
k functions for the next task, then

P (

K⋂

k=1

{Ck = lk}) =
K∏

k=1

(
mk

lk

)

f lk
k [1− fk]

mk−lk

This leads to relatively straightforward computations for reliability metrics,
which we do not discuss further in this paper. It is important though to empha-
size that exactly the same approach can be followed when interest is in processes
over time, where instead of focussing on functioning of the system for the next
task one can consider the probability that the system functions at a given time
[9].

The probabilities for the numbers of functioning components can also be gen-
eralized to lower and upper probabilities, as e.g. done by Coolen et al. [10] within
the nonparametric predictive inference framework of statistics [5], where lower
and upper probabilities for the events Ck = lk are inferred from test data on
components of the same types as those in the system. This step is slightly less
trivial as one must ensure to have probability distributions for these events, thus
summing to one over lk = 0, 1, . . . ,mk for each type k. For monotone systems
this is not very complicated due to the monotonicity of the (lower or upper)
survival signature.

The main advantage of the survival signature, in line with this property of the
signature for systems with a single type of components [17], as shown by Equa-
tion (7), is that the information about the system structure is fully separated
from the information about functioning of the components, which simplifies re-
lated statistical inference as well as considerations of optimal system design.
This property clearly also holds for the lower and upper survival signatures as
is shown by Equations (8) and (9).

4 Multiple Types of Tasks

If a system may need to deal with different tasks, the (lower or upper) structure
function should, ideally, be defined for each specific type of task. Let there be
R ≥ 1 types of tasks. The (lower or upper) structure function for a specific type
of task r ∈ {1, . . . , R} is the (lower or upper) probability for the event that the
system functions for component states x and for known type of task r, we denote
these as before with an additional subscript r (we generalize earlier notation in
this way throughout this section without explicit introduction), so

φr(x) = P (S|x, r) φ
r
(x) = P (S|x, r) φr(x) = P (S|x, r)

If interest is in the next task that the system has to perform, and it is known
of which type this task is, then we are back to the setting discussed before. If
the type of task is not known with certainty, then there are several possible
scenarios. First, suppose that one can assign a precise probability for the event
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that the next task is of type r, denoted by pr, for each r ∈ {1, . . . , R}. Then
the system structure function for the next task can be derived via the theorem
of total probability, which also applies straightforwardly to the corresponding
lower and upper structure functions in the generalized case. This leads to

φ(x) =
R∑

r=1

φr(x)pr φ(x) =
R∑

r=1

φ
r
(x)pr φ(x) =

R∑

r=1

φr(x)pr

For this scenario the corresponding lower and upper survival signatures that
apply for the next task, of random type, are easily derived and given by

Φ(l1, . . . , lK) =

[
K∏

k=1

(
mk

lk

)−1
]

×
∑

x∈Sl1,...,lK

R∑

r=1

φ
r
(x)pr

=
R∑

r=1

Φr(l1, . . . , lK)pr

Φ(l1, . . . , lK) =

[
K∏

k=1

(
mk

lk

)−1
]

×
∑

x∈Sl1,...,lK

R∑

r=1

φr(x)pr

=

R∑

r=1

Φr(l1, . . . , lK)pr

These results hold as all sums involved are finite, hence the order of summations
can be changed, which can also be applied to derive

P (S) =

R∑

r=1

P r(S)pr

P (S) =

R∑

r=1

P r(S)pr

Secondly, one may only be able to assign bounds for the probabilities pr,
where the sharpest bounds one can assign are lower and upper probabilities,
denoted by p

r
and pr. Let p denote any probability vector of dimension R, so

p = (p1, . . . , pR) with all pr ≥ 0 and
∑R

r=1 pr = 1, and let P denote the set of
all such probability vectors with p

r
≤ pr ≤ pr for all r ∈ {1, . . . , R}2. In this

situation, deriving the lower and upper structure functions for the next task is
less straigthforward, as they require optimisation over the set P of probability
vectors

φ(x) = min
p∈P

R∑

r=1

φ
r
(x)pr φ(x) = max

p∈P

R∑

r=1

φr(x)pr (10)

2 This set P is known as the ‘structure’ of the imprecise probability model [3,11], we
will not use this term further to avoid confusion with the use of the term structure
for the considered system.
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In case of a precise structure function, the lower and upper structure functions
on the right-hand sides of these equations are just equal to the precise structure
function, with imprecision still resulting from the set P of probability vectors.
While these optima are not available in closed-form, their computation is quite
straightforward, solutions are obtained by setting all pr equal to either p

r
or pr

apart from one which will take on a value within its corresponding range [p
r
,pr]

such that the individual probabilities sum up to one.
For this scenario, deriving the corresponding lower and upper survival signa-

tures is less straightforward than for the first scenario above. Inserting the lower
and upper structure functions (10) into the equations for the lower and upper
survival signatures would give the expressions

[
K∏

k=1

(
mk

lk

)−1
]

×
∑

x∈Sl1,...,lK

(

min
p∈P

R∑

r=1

φ
r
(x)pr

)

(11)

and
[

K∏

k=1

(
mk

lk

)−1
]

×
∑

x∈Sl1,...,lK

(

max
p∈P

R∑

r=1

φr(x)pr

)

(12)

However, the corresponding lower and upper survival signatures are

Φ(l1, . . . , lK) = min
p∈P

⎛

⎝

[
K∏

k=1

(
mk

lk

)−1
]

×
∑

x∈Sl1,...,lK

R∑

r=1

φ
r
(x)pr

⎞

⎠

Φ(l1, . . . , lK) = max
p∈P

⎛

⎝

[
K∏

k=1

(
mk

lk

)−1
]

×
∑

x∈Sl1,...,lK

R∑

r=1

φr(x)pr

⎞

⎠

which generally requires solving complex optimisation problems. This lower sur-
vival signature is greater than or equal to expression (11) and this upper survival
signature is less than or equal to expression (12). If the optimisations in expres-
sion (11) all have the same probability vector within P as solution, then the
lower survival signature is equal to this expression, and similarly for the upper
survival signature with regard to the optimisations in expression (12). While this
may appear to be unlikely, we will illustrate a case were it applies in the example
in Section 5. Further investigations into the optimisation problems for general
situations are left as an important challenge for future research.

Finally, one may wish to use statistical inference for the pr in case one has
relevant data. There is a variety of options, including Bayesian methods, which
might be generalized through the use of sets of prior distributions as in the
imprecise Dirichlet model for multinomial data [3] and nonparametric predictive
inference [7,8]. The latter approach may be of specific interest as it provides the
possibility to take unobserved or even undefined tasks into consideration [4].
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1

3

2

1

Fig. 1. System with three types of components

Table 1. Survival signatures for system in Figure 1, two cases

l1 l2 l3 Φ1(l1, l2, l3) Φ2(l1, l2, l3)

0 1 1 1/2 0
0 2 0 1 0
1 0 1 1/2 0
1 1 0 1/2 0
1 1 1 3/4 1/2
1 2 0 1 1/2
2 0 0 1 0
2 1 0 1 1/2

5 Example

Consider the system presented in Figure 1, consisting of two subsystems in se-
ries configuration, but with the following variation for the second subsystem
consisting of three components: for some tasks to be performed according to the
requirements it is sufficient for one of the three components to function, but for
other tasks (or under other circumstances) it is necessary to have at least two
components functioning. We will refer to these as Case 1 and Case 2, respec-
tively. The survival signatures for this system corresponding to these two cases
are presented in Table 1, denoted by Φ1 and Φ2, where the quite trivial entries
for which both survival signatures are equal to 0 or 1 are not included.

Suppose that five different possible tasks have been identified which this sys-
tem may have to deal with. This may actually be different tasks, or just due to
different circumstances under which the tasks may need to be performed. For
Task A Case 1 applies, so only one functioning component in the second sub-
system is required. For Task B Case 2 applies. For Task C there is uncertainty
about whether one or two components need to function in the second subsys-
tem, with either case having probability 1/2. For Task D the same uncertainty
occurs, but the probabilities that either case applies are not precisely known,
with lower and upper probability for Case 1 equal to 0.4 and 0.8, respectively,
which by the conjugacy property for lower and upper probabilities [11] implies
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Table 2. Lower and upper survival signatures for Tasks A-E

l1 l2 l3 ΦA ΦB ΦC [ΦD, ΦD] [ΦE , ΦE ]

0 1 1 0.5 0 0.25 [0.2, 0.4] [0, 0.5]
0 2 0 1 0 0.5 [0.4, 0.8] [0, 1]
1 0 1 0.5 0 0.25 [0.2, 0.4] [0, 0.5]
1 1 0 0.5 0 0.25 [0.2, 0.4] [0, 0.5]
1 1 1 0.75 0.5 0.625 [0.6, 0.7] [0.5, 0.75]
1 2 0 1 0.5 0.75 [0.7, 0.9] [0.5, 1]
2 0 0 1 0 0.5 [0.4, 0.8] [0, 1]
2 1 0 1 0.5 0.75 [0.7, 0.9] [0.5, 1]

lower and upper probability 0.2 and 0.6 for Case 2. Finally, for Task E the same
uncertainty occurs but there is no knowledge at all about the probability with
which each case applies, represented by lower and upper probabilities 0 and 1,
respectively, for both cases.

The survival signatures for Tasks A and B are just ΦA = Φ1 and ΦB = Φ2. For
Tasks C-E, the generalized structure functions are easily derived and lead to the
(lower and upper) survival signatures given in Table 2, where for completeness
also ΦA and ΦB are given and entries which are either equal to 0 or 1 for all
these functions have been left out.

For these (lower and upper) survival signatures, the following ordering holds
for all (l1, l2, l3),

ΦB = ΦE ≤ ΦD ≤ ΦC ≤ ΦD ≤ ΦE = ΦA

This means that in this example the special case applies in which expressions
(11) and (12) give the lower and upper survival signatures, as the minimisa-
tions to derive the following lower survival signatures are all solved by the same
probability vector in P , and similar for the maximisations to derive the upper
survival signatures. While this special case does not illustrate the full modelling
ability of the concepts presented in this paper, it is of practical interest in sce-
narios such as discussed in this example, where there are a number of basic tasks
which differ with regard to their demands on the system, and a variety of cases
for the next possible task to be performed, each of these being represented by
a different (imprecise) probability distribution over those basic tasks. For all
such cases, the optimisations involved in deriving the lower and upper survival
signatures for the next task to be performed by the system are straightforward,
as in this example. We now consider several scenarios with different levels of
knowledge about the type of the next task, the lower and upper survival signa-
tures are presented in Table 3 (again leaving out those which are trivially equal
to 0 or 1).

Suppose first, Case I, that the next task can be of any of the five types A−E,
each with probability 0.2. The lower survival signature for the next task in this
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Table 3. Lower and upper survival signatures for Cases I-IV

l1 l2 l3 [ΦI , ΦI ] [ΦII , ΦII ] [ΦIII , ΦIII ] [ΦIV , ΦIV ]

0 1 1 [0.19, 0.33] [0.17, 0.34] [0.095, 0.415] [0.17, 0.39]
0 2 0 [0.38, 0.66] [0.34, 0.68] [0.19, 0.83] [0.34, 0.68]
1 0 1 [0.19, 0.33] [0.17, 0.34] [0.095, 0.415] [0.17, 0.39]
1 1 0 [0.19, 0.33] [0.17, 0.34] [0.095, 0.415] [0.17, 0.39]
1 1 1 [0.595, 0.665] [0.585, 0.67] [0.5475, 0.7075] [0.535, 0.695]
1 2 0 [0.69, 0.83] [0.67, 0.84] [0.595, 0.915] [0.62, 0.84]
2 0 0 [0.38, 0.66] [0.34, 0.68] [0.19, 0.83] [0.34, 0.68]
2 1 0 [0.69, 0.83] [0.67, 0.84] [0.595, 0.915] [0.62, 0.84]

case, denoted by ΦI , is derived as the average of the (lower) survival signatures
for tasks A-E, and similar for the upper survival signature. For Case II, suppose
that the next task can again be of types A, B or C with probability 0.2 each, but
there is uncertainty (‘indeterminacy’) with regard to the probability that this
task may be of types D or E, reflected through lower and upper probabilities
of 0.1 and 0.3, respectively, for both these types. To derive the lower survival
signature for the next task in this case, we assign maximum probability 0.3 to
ΦE for all (l1, l2, l3), as this is never greater than ΦD, which of course is assigned
the minimum possible probability 0.1 to remain within the set of probability
vectors P . Similarly, due to ΦE ≥ ΦD for all (l1, l2, l3), the corresponding upper
survival signature is derived by assigning probability 0.3 to ΦE and 0.1 to ΦD.

To illustrate a greater level of indeterminacy with regard to the next task,
Case III considers that it may be of each of the five identified types with lower
probability 0.1 and upper probability 0.5. With the ordering of the (lower and
upper) survival signatures for the five types, it is easy to verify that the lower
survival signature over this set of probability vectors P is derived by assigning
probability 0.4 to ΦB, 0.3 to ΦE and 0.1 to each of ΦD, ΦC and ΦA. Similarly,
the upper survival signature is derived by assigning probability 0.4 to ΦA, 0.3 to
ΦE and 0.1 to each of ΦD, ΦC and ΦB.

Finally, we return to the scenario of Case II, but with an important addi-
tion. For Case IV, suppose that it is judged that the next task the system needs
to perform could actually also be a totally unknown task, for which it is not
known at all whether or not the system can deal with it. This goes beyond
the two basic tasks discussed throughout this example, for which the structure
functions were given in Table 1. To reflect total lack of knowledge of such an
unknown (‘unidentified’, ‘unforeseen’) task, which we indicate by index U , we
can assign lower structure function φ

U
(l1, l2, l3) = 0 and upper structure func-

tion φU (l1, l2, l3) = 1 for all (l1, l2, l3), reflecting that even with all components
functioning we do not know if the system can deal with this task, and that even
with no components functioning it might be possible that this task can be satis-
factorily dealt with. While these values may appear to be extreme, it covers all
possibilities for unknown tasks, including e.g. targeted attacks on the system. It
should be emphasized that such lack of knowledge cannot be taken into account
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adequately when restricted to the use of precise probabilities, and thus illus-
trates one of the major advantages of the use of imprecise probabilities. Let us
assume that the next task can be of type U with lower probability 0 and upper
probability 0.1, so the set of probability vectors over the six types A−E and U
consists of all probability vectors with pA = pB = pC = 0.2, pD, pE ∈ [0.1, 0.3]
and pU ∈ [0, 0.1]. To derive the lower survival signature for the next task in
this case, we assign, in addition to the fixed probabilities 0.2 to types A,B,C,
probability 0.1 to ΦU , 0.2 to ΦE and 0.1 to ΦD. To derive the corresponding
upper survival signature, we similarly assign probability 0.1 to ΦU , 0.2 to ΦE

and 0.1 to ΦD.
As is clear from Table 3, increase in indeterminacy, reflected through increased

imprecision in the assigned lower and upper probabilities, leads to more impre-
cise lower and upper survival signatures in a logically nested way. From the
perspective of risk management, the lower survival signatures are likely to be of
most interest, as they reflect the most pessimistic scenario for system function-
ing corresponding to the information and assumptions made. As this example
shows, the lower survival signature is derived by assigning the maximum possible
probabilities to the possible types of task for which the system is least likely to
function well.

In Case IV, we illustrated the possibility to include a totally unknown type
of task by assigning lower and upper probabilities of 0 and 0.1 for the event
that the next task is of such nature. In most risk scenarios, it would make
sense to have lower probability 0 for such an event. The upper probability is,
of course, more important for risk management as, combined with the lower
probability for the system functioning well for such a task, it relates to the most
pessimistic scenario. To illustrate our method we just chose the value 0.1 for this
upper probability, yet it is worth mentioning that the nonparametric predictive
inference (NPI) approach can actually provide a meaningful numerical value for
the upper probability for the event that an as yet unobserved or even undefined
event occurs [4,7,8,13]. This NPI upper probability, which we do not discuss
further in this paper, is based on relatively weak assumptions and is decreasing
as function of the number of events considered in the data yet increasing as
function of the number of different types of tasks the system had to deal with
thus far.

6 Discussion

Traditional theory of system reliability tends to make some pretty strong as-
sumptions with regard to knowledge about systems and their practical use.
As shown in this paper, rather straightforward generalization of the structure
function to consider it as a probability increases modelling opportunities sub-
stantially. Beyond that, the use of imprecise probabilities enables us to reflect
indeterminacy, which is particularly important in risk scenarios where one may
have limited knowledge and experience of the system functioning, or where the
system may need to be resilient in case of unforeseen tasks. In this paper we have
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illustrated the approach mainly by considering different types of tasks, which in
the example were related to two basic ways a given system could need to func-
tion, namely with one subsystem either requiring only one or at least two of its
three components to function. The main advantage of the survival signature as
presented in this paper is that this generalization of the structure function is
quite straigthforwardly embedded in its definition, leading to lower and upper
survival signatures. These are formulated for a single future task, which is im-
portant if one wishes to use statistical methods to infer system reliability and to
reflect the amount of information available. Developing such statistical methods
related to the lower and upper survival signatures is an interesting challenge for
future research.

One could argue that using imprecise probability to reflect indeterminacy
is an easy way out, as one effectively considers both the most optimistic and
pessimistic scenarios which correspond to the information available, and reports
the bounds based on these as the results of the inferences. The importance of
this generalization of probability should, however, not be underestimated, as it
avoids choosing precise values even in cases where there is no justification for
doing so. Seeing the quality of the available information reflected explicitly in the
reliability quantification, without lack of detailed information being hidden due
to stronger assumptions or precise input values chosen for convenience, provides
useful information for managing risks. If one does have quite detailed information
it can be included in the inferences, and indeed doing so will normally lead to less
imprecision, so it is certainly worth aiming to use all available information. In
addition, one can also explore the influence of further assumptions or information
on the imprecise results, which can be helpful if one wishes to explore what to
focus on in order to derive the most useful information for a specific problem.

Following the first steps presented in this paper, there are many research
challenges in order to develop a methodology that is applicable to large scale
systems. It is important for such research challenges to be taken on with direct
relation to real world applications, in order to discover the real problems and
to see how results can be implemented. Part of such challenges will be in com-
putation, as deriving the survival signature involves complex calculations, the
number of which increases exponentially with the size of the system. Aslett [2]
has developed a function in the statistical software R which can compute the
survival signature for small to medium sized systems, but for practical systems
and networks more research is required.

The theory presented in this paper is particularly useful for systems and net-
works with multiple types of components and with many components of the same
type, as the survival signature is a sufficient summary of the system’s structure
which, in such cases, provides a substantial reduction compared to the complete
structure function. One might encounter such systems and networks in many ap-
plication areas, for example complex computer or communication systems with
many parallel servers, energy networks, and transport infrastructure including
rail networks. It may further be relevant for biology and medical research, explor-
ing the opportunities for applications is an exciting challenge. In many modern
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applications emphasis is on real-time monitoring and online prediction [16]. The
setting presented in this paper may be suitable for such inference, in particu-
lar when combined with nonparametric predictive inference (NPI) [5,9] where
inferences are in terms of the next event and take all data into account. The
combined use of NPI and signatures has been presented for systems consisting
of only a single type of components [1,6]. Recently, NPI has also been applied
together with the survival signature [10], this also requires a substantial research
effort to become implementable to large scale practical problems.
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